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COMMISSIONER OF COMPETITION
Un d e r th e  p ro v is io n s  o f t h e  Competition 

Act a n d  o t h e r la w s , t h e  Co m p e tit io n  Bu re a u  

p u rs u e s  b u s in e s s e s  a n d  in d iv id u a ls  w h o  

c a rry  o u t  d e c e p t iv e  m a rk e tin g  p ra c tic e s , 

s u c h  a s  fa ls e  o r m is le a d in g  a d v e rtis in g , 

In t e rn e t s c a m s , d e c e p t iv e  t e le m a rk e tin g , o r 

d e c e p t iv e  c o n t e s t s . 

In  a d d itio n , th e  Bu re a u  h e lp s  e n s u re  

c o n s u m e rs  h a v e  th e  in fo rm a tio n  th e y  n e e d  to  

m a k e  in fo rm e d  p u rc h a s in g  d e c is io n s .

We  h a v e  d e v e lo p e d  t h e  Ca n a d ia n  e d it io n  o f 

The Little Black Book of Scams t o  in c re a s e  

y o u r a w a re n e s s  o f t h e  m a n y  t y p e s  o f fra u d  

t h a t  t a rg e t  Ca n a d ia n s  a n d  t o  s h a re  s o m e  

e a s y  s t e p s  y o u  c a n  t a k e  t o  p ro t e c t  y o u rs e lf. 

With  h e lp fu l tip s , q u e s tio n s  to  a s k  y o u rs e lf, 

a n d  c o n ta c t in fo rm a tio n  fo r a  n u m b e r o f 

a g e n c ie s  th a t w o rk  to  c o u n te r fra u d  in  

Ca n a d a , th is  b o o k le t w ill a rm  y o u  in  th e  fi g h t 

a g a in s t fra u d  a n d  h e lp  y o u  b e  a n  a c tiv e  b u t 

s a fe  c o n s u m e r.

The Little Black Book of Scams w a s  o rig in a lly  

d e v e lo p e d  b y  th e  Au s tra lia n  Co m p e titio n  a n d  

Co n s u m e r Co m m is s io n . I w o u ld  lik e  to  th a n k  

th e m  fo r g ra n tin g  u s  p e rm is s io n  to  re p ro d u c e  

a n d  a d a p t th e  b o o k le t fo r Ca n a d ia n s .

Me la n ie  Aitk e n  

Commissioner of Competition

FOREWORD
MINISTER OF INDUSTRY
Fra u d  is  a  c rim e  t h a t  a ffe c t s  in d iv id u a ls , 

b u s in e s s e s  a n d  t h e  e c o n o m y  a s  a  w h o le . 

Crim in a ls  s e p a ra te  Ca n a d ia n s  fro m  m illio n s  

o f d o lla rs  o f t h e ir m o n e y  e v e ry  y e a r th ro u g h  

fa ls e  o r m is le a d in g  a d v e rtis in g , lo t t e ry  

s c a m s , p y ra m id  s c h e m e s  a n d  c o u n t le s s  o t h e r 

ille g a l t e c h n iq u e s .

Th e  Go v e rn m e n t o f Ca n a d a , th ro u g h  th e  

Co m p e titio n  Bu re a u  a n d  o th e r a g e n c ie s , 

v ig o ro u s ly  e n fo rc e s  Ca n a d a ’s  la w s  in  its  fi g h t 

a g a in s t fra u d . Yo u  c a n  h e lp  in  th a t e ffo rt. 

Th e  Ca n a d ia n  e d itio n  o f The Little Black 

Book of Scams is  a  h e lp fu l re s o u rc e  fu ll o f 

in fo rm a tio n  o n  h o w  to  a v o id  b e in g  c a u g h t u p  

in  a  s c a m  a n d  o n  h o w  to  re p o rt fra u d  to  th e  

a p p ro p ria te  a u th o ritie s .

I e n c o u ra g e  y o u  to  ta k e  a  m o m e n t to  re a d  

th is  b o o k le t a n d  s h a re  w h a t y o u  le a rn  w ith  

y o u r fa m ily  a n d  frie n d s — a s  w e  a ll w o rk  

to g e th e r to  p u t a  s to p  to  fra u d  in  Ca n a d a .

Ch ris tia n  Pa ra d is  

M inister of Ind u stry



INTRODUCTION
Ev e ry  y e a r, Ca n a d ia n s  lo s e  m illio n s  o f d o lla rs  to  th e  a c tiv itie s  
o f s c a m m e rs  w h o  b o m b a rd  u s  w ith  o n lin e , m a il, d o o r-to -d o o r 
a n d  te le p h o n e  s c a m s .

We  a re  p le a s e d  to  b rin g  y o u  th e  fi rs t Ca n a d ia n  e d itio n  o f The Little Black Book of Scams. We  

h o p e  th is  b o o k  w ill in c re a s e  y o u r a w a re n e s s  o f th e  v a s t a rra y  o f s c a m s  th a t ta rg e t Ca n a d ia n s  

a n d  s h a re  w ith  y o u  s o m e  e a s y  s te p s  y o u  c a n  ta k e  to  p ro te c t y o u rs e lf.

SCAMMERS DO NOT DISCRIMINATE
Sc a m m e rs  ta rg e t p e o p le  o f a ll b a c k g ro u n d s , 

a g e s  a n d  in c o m e  le v e ls . Fa k e  lo tte rie s , 

In te rn e t fra u d s , g e t-ric h -q u ic k  s c h e m e s  a n d  

m ira c le  h e a lth  c u re s  a re  s o m e  o f th e  fa v o u re d  

m e a n s  o f s e p a ra tin g  th e  u n w a ry  fro m  th e ir 

m o n e y . Ne w  v a rie tie s  o f th e s e  s c a m s  a p p e a r 

a ll th e  tim e .

Th e  Co m p e titio n  Bu re a u  h a s  s e e n  th e  

d e v a s ta tin g  e ffe c ts  s c a m s  c a n  h a v e  o n  p e o p le  

a n d  th e ir fa m ilie s . On e  o f th e  b e s t w a y s  to  

c o m b a t th is  k in d  o f fra u d  is  to  ta k e  m e a s u re s  

to  p re v e n t y o u rs e lf fro m  b e in g  c a u g h t in  th e  

fi rs t p la c e .

PROTECT YOURSELF
If y o u  w a n t to  s ta y  o n  to p  o f s c a m s , in fo rm  

y o u rs e lf o n  h o w  to  re c o g n iz e  th e  v a rio u s  

ty p e s  o f s c a m s  a n d  p ro te c t y o u r p e rs o n a l 

in fo rm a tio n  b y  v is itin g  la w  e n fo rc e m e n t 

o rg a n iz a tio n s ’ w e b s ite s , th e  Ca n a d ia n  An ti-

Fra u d  Ce n tre  (w w w .a n tifra u d c e n tre .c a ) o r 

o th e r re p u ta b le  o rg a n iz a tio n s . 

MYTH BUSTERS
Bu s tin g  th e s e  c o m m o n  m y th s  w ill m in im iz e  y o u r c h a n c e s  o f b e in g  s c a m m e d .

a re  le g it im a t e  b e c a u s e  t h e y  a re  lic e n s e d  a n d  

m o n it o re d  b y  t h e  g o v e rn m e n t : Th is  is  n o t 

a lw a y s  tru e . Wh ile  t h e re  a re  ru le s  a b o u t  s e t t in g  

u p  a n d  ru n n in g  a  b u s in e s s  o r a  c o m p a n y  in  

Ca n a d a , s c a m m e rs  c a n  e a s ily  p re t e n d  t o  h a v e  

a p p ro v a l w h e n  t h e y  d o n ’t . Ev e n  b u s in e s s e s  

t h a t  a re  lic e n s e d  c o u ld  s t ill try  t o  s c a m  y o u  b y  

a c t in g  d is h o n e s t ly .

Th is  is  n o t 

a lw a y s  tru e . We b s ite s  a re  q u ite  e a s y  a n d  c h e a p  to  

s e t u p . Th e  s c a m m e rs  c a n  e a s ily  c o p y  a  g e n u in e  

w e b s ite  a n d  tric k  y o u  in to  b e lie v in g  it is  le g itim a te .

p e o p le  k n o w : Th is  is  n o t  a lw a y s  tru e . As k  

y o u rs e lf t h e  q u e s t io n : if s o m e o n e  k n e w  a  s e c re t 

t o  in s t a n t  w e a lt h , w h y  w o u ld  t h e y  b e  t e llin g  

t h e ir s e c re t t o  o t h e rs ?

Th is  is  

n o t a lw a y s  tru e . So m e tim e s  s c a m m e rs  ta rg e t a  

la rg e  n u m b e r o f p e o p le  a n d  try  to  g e t a  s m a ll 

a m o u n t o f m o n e y  fro m  e a c h  p e rs o n .

Th is  is  n o t a lw a y s  

tru e . So m e  s c a m s  a re  a im e d  a t s te a lin g  p e rs o n a l 

in fo rm a tio n  fro m  y o u .

GOLDEN RULES
R e m e m b e r  t h e s e  g o ld e n  r u le s  t o  h e lp  y o u  b e a t  t h e  s c a m m e r s .

in v o lv e s  m o n e y , p e rs o n a l in fo rm a tio n , tim e  o r 

c o m m itm e n t.

s c h e m e s — s o m e tim e s  th e  o n ly  p e o p le  w h o  m a k e  

m o n e y  a re  th e  s c a m m e rs .

y o u  th in k  y o u  h a v e  s p o tte d  a  g re a t o p p o rtu n ity , 

in s is t o n  tim e  to  g e t in d e p e n d e n t a d v ic e  b e fo re  

m a k in g  a  d e c is io n .

o r s ig n  a n y th in g  u n til y o u  h a v e  d o n e  y o u r 

h o m e w o rk  a n d  c h e c k e d  th e  c re d e n tia ls  o f th e  

c o m p a n y  th a t y o u  a re  d e a lin g  w ith .

e v id e n c e  o f a  c o m p a n y ’s  s u c c e s s .

in te re s te d  in  ra th e r th a n  c lic k in g  o n  lin k s  

p ro v id e d  in  a n  e m a il.

o n lin e  a c c o u n t  d e t a ils  t o  a n y o n e  y o u  d o  n o t 

k n o w  a n d  t ru s t .

h e lp . Co n ta c t th e  Ca n a d ia n  An ti-Fra u d  Ce n tre , 

th e  Co m p e titio n  Bu re a u  o r y o u r lo c a l p o lic e  fo r 

a s s is ta n c e . Se e  p a g e  2 9  fo r c o n ta c t in fo rm a tio n .

S c a m m e r s  a r e  im a g in a t iv e  a n d  m a n ip u la t iv e . T h e y  k n o w  h o w  t o  p u s h  y o u r  b u t t o n s  t o  p r o d u c e   

t h e  r e s p o n s e  t h e y  w a n t .

N
 m illio n s  o f d o lla rs  to  th e  a c tiv itie s



Le g itim a te  lo tte rie s  d o  n o t re q u ire  y o u  to  p a y  a  fe e  o r ta x  to  c o lle c t w in n in g s .

Ne v e r s e n d  m o n e y  to  a n y b o d y  y o u  d o n ’t k n o w  a n d  tru s t.

Do n ’t p ro v id e  p e rs o n a l b a n k in g  d e ta ils  to  a n y o n e  th a t y o u  d o  n o t k n o w  a n d  tru s t.

Did  I e n te r th is  c o n te s t?  Yo u  c a n n o t w in  m o n e y  o r a  p riz e  in  a  c o n te s t u n le s s  y o u  h a v e  

e n te re d  it y o u rs e lf, o r s o m e o n e  e ls e  h a s  e n te re d  it o n  y o u r b e h a lf.

Ex a m in e  a ll o f th e  te rm s  a n d  c o n d itio n s  o f a n y  o ffe r v e ry  c a re fu lly — c la im s  o f fre e  o r v e ry  

c h e a p  o ffe rs  o fte n  h a v e  h id d e n  c o s ts . Ca lls  to  p re m iu m  ra te  p h o n e  n u m b e rs  o r p re m iu m  te x t 

m e s s a g e s  c a n  b e  v e ry  e x p e n s iv e .

REMEMB ER

CAU TIO N

TH IN K

ASK  

Y O U RSEL F

IN V ESTIG ATE

P RO TECT Y O U RSEL F!
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LOTTERIES, SWEEPSTAKES AND 
CONTESTS
Ma n y  Ca n a d ia n s  a re  lu re d  b y  th e  e x c ite m e n t o f a  s u rp ris e  
w in  a n d  fi n d  th e m s e lv e s  s e n d in g  h u g e  a m o u n ts  o f m o n e y   
to  c la im  fa k e  p riz e s . 

WHAT TO LOOK FOR
Yo u  c a n n o t w in  m o n e y  o r a  p r iz e  in  a  lo t t e r y  

u n le s s  y o u  h a v e  e n te re d  it y o u rs e lf, o r 

s o m e o n e  e ls e  h a s  e n te re d  it o n  y o u r b e h a lf. 

Yo u  c a n n o t b e  c h o s e n  a s  a  ra n d o m  w in n e r if 

y o u  d o n ’t h a v e  a n  e n try .

Ma n y  lo tte ry  s c a m s  try  to  tric k  y o u  in to  

p ro v id in g  y o u r b a n k in g  a n d  p e rs o n a l d e ta ils  

to  c la im  y o u r p riz e . Yo u  s h o u ld  n o t h a v e  to  

p a y  a n y  fe e  o r ta x  to  c la im  a  le g itim a te  p riz e .

Do n ’t b e  fo o le d  b y  c la im s  th a t th e  o ffe r is  

le g a l o r h a s  g o v e rn m e n t a p p ro v a l— m a n y  

s c a m m e rs  w ill te ll y o u  th is . In s te a d  o f 

re c e iv in g  a  g ra n d  p riz e  o r fo rtu n e , y o u  w ill 

lo s e  e v e ry  c e n t th a t y o u  s e n d  to  a  s c a m m e r. 

An d  if y o u  h a v e  p ro v id e d  o th e r p e rs o n a l 

d e ta ils , y o u r id e n tity  c o u ld  b e  m is u s e d  to o .

A fa k e  p riz e  s c a m  w ill te ll y o u  th a t y o u  h a v e  

w o n  a  p riz e  o r a  c o n te s t. Yo u  m a y  re c e iv e  a  

p h o n e  c a ll, a n  e m a il, a  te x t m e s s a g e  o r s e e  a  

p o p -u p  s c re e n  o n  y o u r c o m p u te r. Th e re  a re  

o fte n  c o s ts  in v o lv e d  w ith  c la im in g  y o u r p riz e , 

a n d  e v e n  if y o u  d o  re c e iv e  a  p riz e , it m a y  n o t 

b e  w h a t w a s  p ro m is e d  to  y o u .

Th e  s c a m m e rs  m a k e  th e ir m o n e y  b y  m a k in g  

y o u  p a y  fe e s  o r ta x e s , c a ll th e ir p re m iu m  

ra te  p h o n e  n u m b e rs  o r s e n d  p re m iu m  te x t 

m e s s a g e s  to  c la im  y o u r p riz e . Th e s e  p re m iu m  

ra te  c a lls  c a n  b e  v e ry  e x p e n s iv e , a n d  th e  

s c a m m e rs  w ill try  to  k e e p  y o u  o n  th e  lin e  

fo r a  lo n g  tim e  o r a s k  y o u  to  c a ll a  d iffe re n t 

p re m iu m  ra te  n u m b e r.



P RO TECT Y O U RSEL F!

Py ra m id  a n d  Po n z i s c h e m e s  m a y  b e  s e n t to  y o u  fro m  fa m ily  m e m b e rs  a n d  p e o p le  y o u  tru s t—

th e y  m ig h t n o t k n o w  th a t th e y  c o u ld  b e  ille g a l o r th a t th e y  a re  in v o lv e d  in  a  s c a m .

Ne v e r c o m m it to  a n y th in g  a t h ig h -p re s s u re  m e e tin g s  o r s e m in a rs .

Do n ’t m a k e  a n y  d e c is io n s  w ith o u t d o in g  y o u r h o m e w o rk — re s e a rc h  th e  o ffe r b e in g  m a d e  a n d  

s e e k  in d e p e n d e n t a d v ic e  b e fo re  m a k in g  a  d e c is io n .

If I a m  n o t s e llin g  a  g e n u in e  p ro d u c t o r s e rv ic e , is  p a rtic ip a tio n  in  th is  a c tiv ity  le g a l?

Do  s o m e  re s e a rc h  o n  a ll b u s in e s s  o p p o rtu n itie s  th a t in te re s t y o u .

REMEMB ER

CAU TIO N

TH IN K

ASK  

Y O U RSEL F

IN V ESTIG ATE
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PYRAMID SCHEMES 
Py ra m id  s c h e m e s  p ro m is e  a  la rg e  fi n a n c ia l re tu rn  fo r a  
re la tiv e ly  s m a ll c o s t. Py ra m id  s c h e m e s  a re  ille g a l a n d  v e ry  
ris k y — a n d  c a n  c o s t y o u  a  lo t o f m o n e y .

WHAT TO LOOK FOR
In  a  t y p ic a l p y r a m id  s c h e m e , u n s u s p e c t in g  

in v e s t o rs  a re  e n c o u ra g e d  t o  p a y  la rg e  

m e m b e rs h ip  fe e s  t o  p a rt ic ip a t e  in  m o n e y -

m a k in g  v e n t u re s . Th e  o n ly  w a y  fo r y o u  t o  

e v e r re c o v e r a n y  m o n e y  is  t o  c o n v in c e  o t h e r 

p e o p le  t o  jo in  a n d  t o  p a rt  w it h  t h e ir m o n e y  

a s  w e ll. Pe o p le  a re  o ft e n  p e rs u a d e d  t o  jo in  

b y  fa m ily  m e m b e rs  o r frie n d s . Bu t  t h e re  

is  n o  g u a ra n t e e  t h a t  y o u  w ill re c o u p  y o u r 

in it ia l in v e s t m e n t .

Alth o u g h  p y ra m id  s c h e m e s  a re  o fte n  c le v e rly  

d is g u is e d , th e y  m a k e  m o n e y  b y  re c ru itin g  

p e o p le  ra th e r th a n  b y  s e llin g  a  le g itim a te  

p ro d u c t o r p ro v id in g  a  s e rv ic e . Py ra m id  

s c h e m e s  in e v ita b ly  c o lla p s e  a n d  y o u  w ill 

lo s e  y o u r m o n e y . In  Ca n a d a , it is  a  c rim e  

to  p ro m o te  a  p y ra m id  s c h e m e  o r e v e n  to  

p a rtic ip a te  in  o n e .

P o n z i s c h e m e s  a re  fra u d u le n t in v e s tm e n t 

o p e ra tio n s  th a t w o rk  in  a  s im ila r w a y  to  

p y ra m id  s c h e m e s . Th e  Po n z i s c h e m e  u s u a lly  

e n tic e s  n e w  a n d  w e ll-to -d o  in v e s to rs  b y  

o ffe rin g  h ig h e r re tu rn s  th a n  o th e r in v e s tm e n ts  

in  th e  fo rm  o f s h o rt-te rm  re tu rn s  th a t a re  

e ith e r a b n o rm a lly  h ig h  o r u n u s u a lly  c o n s is te n t. 

Th e  s c h e m e r u s u a lly  in te ra c ts  w ith  a ll th e  

in v e s to rs  d ire c tly , o fte n  p e rs u a d in g  m o s t o f th e  

e x is tin g  p a rtic ip a n ts  to  re in v e s t th e ir m o n e y , 

th e re b y  m in im iz in g  th e  n e e d  to  b rin g  in  n e w  

p a rtic ip a n ts  a s  a  p y ra m id  s c h e m e  w ill d o . 

Be  c a u tio u s , b u t d o  n o t b e  d is c o u ra g e d  fro m  

c a re fu lly  re s e a rc h in g  b u s in e s s  o p p o rtu n itie s  

b a s e d  o n  c o m m is s io n s . Th e re  a re  m a n y  

le g itim a te  m u lti-le v e l m a rk e tin g  o p p o rtu n itie s  

w h e re  y o u  c a n  le g a lly  e a rn  a n  in c o m e  fro m  

s e llin g  g e n u in e  p ro d u c ts  o r s e rv ic e s .



If y o u  h a v e  b e e n  a p p ro a c h e d  b y  s o m e o n e  a s k in g  y o u  to  tra n s fe r m o n e y  fo r th e m , it is  

p ro b a b ly  a  s c a m .

Ne v e r s e n d  m o n e y , o r g iv e  c re d it c a rd  o r o n lin e  a c c o u n t d e ta ils  to  a n y o n e  y o u  d o  n o t k n o w  

a n d  tru s t.

Do n ’t a c c e p t a  c h e q u e  o r m o n e y  o rd e r fo r p a y m e n t fo r g o o d s  th a t is  m o re  th a n  w h a t y o u  

a g re e d  u p o n . Se n d  it b a c k  a n d  a s k  th e  b u y e r to  s e n d  y o u  p a y m e n t fo r th e  a g re e d  a m o u n t 

b e fo re  y o u  d e liv e r th e  g o o d s  o r s e rv ic e s .

Is  it re a lly  s a fe  to  tra n s fe r m o n e y  fo r s o m e o n e  I d o  n o t k n o w ?

Ex a m in e  th e  in fo rm a tio n  o n  th e  Ca n a d ia n  An ti-Fra u d  Ce n tre  w e b s ite  fo r in fo rm a tio n  o n  h o w  

to  p ro te c t y o u rs e lf a g a in s t m o n e y  tra n s fe r s c a m s . 
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MONEY TRANSFER REQUESTS
Mo n e y  tra n s fe r s c a m s  a re  o n  th e  ris e . Be  v e ry  c a re fu l w h e n  
s o m e o n e  o ffe rs  y o u  m o n e y  to  h e lp  tra n s fe r th e ir fu n d s . On c e  
y o u  s e n d  m o n e y  to  s o m e o n e , it c a n  b e  v e ry  d iffi c u lt, if n o t 
im p o s s ib le , to  g e t it b a c k .

WHAT TO LOOK FOR
Th e  N ig e r ia n  s c a m  (a ls o  c a lle d  th e  4 1 9  fra u d ) 

h a s  b e e n  o n  th e  ris e  s in c e  th e  e a rly -to -m id  

1 9 9 0 s  in  Ca n a d a . Alth o u g h  m a n y  o f th e s e  

s o rts  o f s c a m s  o rig in a te d  in  Nig e ria , s im ila r 

s c a m s  h a v e  b e e n  s ta rte d  a ll o v e r th e  w o rld  

(p a rtic u la rly  in  o th e r p a rts  o f We s t Afric a  a n d  

in  As ia ). Th e s e  s c a m s  a re  in c re a s in g ly  re fe rre d  

to  a s  “ a d v a n c e  fe e  fr a u d ” .

In  th e  c la s s ic  Nig e ria n  s c a m , y o u  re c e iv e  a n  

e m a il o r le tte r fro m  a  s c a m m e r a s k in g  y o u r 

h e lp  to  tra n s fe r a  la rg e  a m o u n t o f m o n e y  

o v e rs e a s . Yo u  a re  th e n  o ffe re d  a  s h a re  o f th e  

m o n e y  if y o u  a g re e  to  g iv e  th e m  y o u r b a n k  

a c c o u n t d e ta ils  to  h e lp  w ith  th e  tra n s fe r. Th e y  

w ill th e n  a s k  y o u  to  p a y  a ll k in d s  o f ta x e s  a n d  

fe e s  b e fo re  y o u  c a n  re c e iv e  y o u r “ re w a rd ” . 

Yo u  w ill n e v e r b e  s e n t a n y  o f th e  m o n e y , a n d  

w ill lo s e  th e  fe e s  y o u  p a id .

Th e n  th e re  is  th e  s c a m  e m a il th a t c la im s  to  b e  

fro m  a  la w y e r o r b a n k  re p re s e n ta tiv e  a d v is in g  

th a t a  lo n g -lo s t re la tiv e  o f y o u rs  h a s  d ie d  

a n d  le ft y o u  a  h u g e  in h e r it a n c e . Sc a m m e rs  

c a n  te ll s u c h  g e n u in e  s o u n d in g  s to rie s  th a t 

y o u  c o u ld  b e  tric k e d  in to  p ro v id in g  p e rs o n a l 

d o c u m e n ts  a n d  b a n k  a c c o u n t d e ta ils  s o  th a t 

y o u  c a n  c o n fi rm  th e ir id e n tity  a n d  c la im  y o u r 

in h e rita n c e . Th e  “ in h e rita n c e ”  is  lik e ly  to  b e  

n o n -e x is te n t a n d , a s  w e ll a s  lo s in g  a n y  m o n e y  

y o u  m ig h t h a v e  p a id  to  th e  s c a m m e r in  fe e s  

a n d  ta x e s , y o u  c o u ld  a ls o  ris k  h a v in g  y o u r 

id e n tity  s to le n .

If y o u  o r y o u r b u s in e s s  is  s e llin g  p ro d u c ts  

o r s e rv ic e s  o n lin e  o r th ro u g h  n e w s p a p e r 

c la s s ifi e d s , y o u  m a y  b e  ta rg e te d  b y  a n  

o v e r p a y m e n t  s c a m . In  re s p o n s e  to  y o u r 

a d v e rtis e m e n t, y o u  m ig h t re c e iv e  a  g e n e ro u s  

o ffe r fro m  a  p o te n tia l b u y e r a n d  a c c e p t it. Yo u  

re c e iv e  p a y m e n t b y  c h e q u e  o r m o n e y  o rd e r, 

b u t th e  a m o u n t y o u  re c e iv e  is  m o re  th a n  th e  

a g re e d  p ric e . Th e  b u y e r m a y  te ll y o u  th a t th e  

o v e rp a y m e n t w a s  s im p ly  a  m is ta k e  o r th e y  

m a y  in v e n t a n  e x c u s e , s u c h  a s  e x tra  m o n e y  

to  c o v e r d e liv e ry  c h a rg e s . If y o u  a re  a s k e d  to  

re fu n d  th e  e x c e s s  a m o u n t b y  m o n e y  tra n s fe r, 

b e  s u s p ic io u s . Th e  s c a m m e r is  h o p in g  th a t 

y o u  w ill tra n s fe r th e  re fu n d  b e fo re  y o u  

d is c o v e r th a t th e ir c h e q u e  o r m o n e y  o rd e r 

w a s  c o u n te rfe it. Yo u  w ill lo s e  th e  tra n s fe rre d  

m o n e y  a s  w e ll a s  th e  ite m  if y o u  h a v e  a lre a d y  

s e n t it.



If y o u  c h o o s e  to  s h o p  o n lin e  o r p a rtic ip a te  in  o n lin e  a u c tio n s , m a k e  s u re  y o u  k n o w  a b o u t 

re fu n d  p o lic ie s  a n d  d is p u te -h a n d lin g  p ro c e s s e s , a n d  b e  c a re fu l th a t y o u  a re  n o t o v e rc h a rg e d . 

Als o , y o u  m a y  w a n t to  u s e  a n  e s c ro w  s e rv ic e , s u c h  a s  Pa y Pa l. Th is  s e rv ic e  w ill h o ld  y o u r 

p a y m e n t a n d  o n ly  re le a s e  it to  th e  s e lle r o n c e  y o u  h a v e  c o n fi rm e d  th a t y o u  re c e iv e d  w h a t 

y o u  p a id  fo r. Th e re  is  u s u a lly  a  s m a ll fe e  fo r th is  s e rv ic e . A le g itim a te  b a n k  o r fi n a n c ia l 

in s titu tio n  w ill n e v e r a s k  y o u  to  c lic k  o n  a  lin k  in  a n  e m a il o r s e n d  y o u r a c c o u n t d e ta ils  

th ro u g h  a n  e m a il o r w e b s ite . 

Ne v e r b u y  fro m  b id d e rs  w ith  p o o r ra tin g s  o n  a u c tio n  s ite s , a n d  d o  y o u r b e s t to  e n s u re  th a t 

y o u  a re  o n ly  m a k in g  p u rc h a s e s  fro m  g e n u in e  s h o p p in g  s ite s . Ne v e r p ro v id e  y o u r p e rs o n a l, 

c re d it c a rd  o r a c c o u n t in fo rm a tio n  u n le s s  y o u  a re  c e rta in  th e  s ite  is  g e n u in e . 

Do n ’t re p ly  to  s p a m  e m a ils , e v e n  to  u n s u b s c rib e , a n d  d o  n o t c lic k  o n  a n y  lin k s  o r c a ll a n y  

te le p h o n e  n u m b e r lis te d  in  a  s p a m  e m a il. Ma k e  s u re  y o u  h a v e  c u rre n t p ro te c tiv e  s o ftw a re  o r 

g e t a d v ic e  fro m  a  c o m p u te r s p e c ia lis t.

By  o p e n in g  th is  s u s p e c t e m a il, w ill I ris k  th e  s e c u rity  o f m y  c o m p u te r?  Are  th e  c o n ta c t d e ta ils  

p ro v id e d  in  th e  e m a il c o rre c t?  Te le p h o n e  y o u r b a n k  o r fi n a n c ia l in s titu tio n  to  a s k  w h e th e r th e  

e m a il y o u  re c e iv e d  is  g e n u in e .

If a n  e m a il o r p o p -u p  o ffe rs  y o u  a  p ro d u c t o r s e rv ic e  th a t g e n u in e ly  in te re s ts  y o u  a n d  it 

s e e m s  re a s o n a b le , b e  s u re  th a t y o u  u n d e rs ta n d  a ll th e  te rm s  a n d  c o n d itio n s  a n d  c o s ts  

in v o lv e d  b e fo re  m a k in g  a  p u rc h a s e  o r p ro v id in g  y o u r d e ta ils .
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INTERNET SCAMS
A lo t o f In te rn e t s c a m s  ta k e  p la c e  w ith o u t th e  v ic tim  
e v e n  n o tic in g . Yo u  c a n  g re a tly  re d u c e  th e  c h a n c e s  o f 
b e in g  s c a m m e d  o n  th e  In te rn e t if y o u  fo llo w  s o m e  s im p le  
p re c a u tio n s .

WHAT TO LOOK FOR
Sc a m m e rs  c a n  u s e  th e  In te rn e t to  p ro m o te  

fra u d  th ro u g h  u n s o lic ite d  o r ju n k  e m a ils , 

k n o w n  a s  s p a m . Ev e n  if th e y  o n ly  g e t a  

h a n d fu l o f re p lie s  fro m  th e  m illio n s  o f e m a ils  

th e y  s e n d  o u t, it is  s till w o rth  th e ir w h ile . Be  

w a ry  o f re p ly in g , e v e n  ju s t to  “ u n s u b s c rib e ” , 

b e c a u s e  th a t w ill g iv e  a  s c a m m e r c o n fi rm a tio n  

th a t th e y  h a v e  re a c h e d  a  re a l e m a il a d d re s s .

An y  e m a il y o u  re c e iv e  th a t c o m e s  fro m  a  

s e n d e r y o u  d o  n o t k n o w , is  n o t s p e c ifi c a lly  

a d d re s s e d  to  y o u , a n d  p ro m is e s  y o u  s o m e  

b e n e fi t is  lik e ly  to  b e  s p a m .

M a lic io u s  s o ft w a re — a ls o  re fe rre d  to  a s  

m a lw a re , s p y w a re , k e y  lo g g e rs , tro ja n  h o rs e s , 

o r tro ja n s — p o s e s  o n lin e  s e c u rity  th re a ts . 

Sc a m m e rs  try  to  in s ta ll th is  s o ftw a re  o n  y o u r 

c o m p u te r s o  th a t th e y  c a n  g a in  a c c e s s  to  fi le s  

s to re d  o n  y o u r c o m p u te r a n d  o th e r p e rs o n a l 

d e ta ils  a n d  p a s s w o rd s .

Sc a m m e rs  u s e  a  w id e  ra n g e  o f tric k s  to  g e t 

th e ir s o ftw a re  o n to  y o u r c o m p u te r. Th e y  m a y  

tric k  y o u  in to  c lic k in g  o n  a  lin k  o r p o p -u p  

m e s s a g e  in  a  s p a m  e m a il, o r b y  g e ttin g  y o u  

to  v is it a  fa k e  w e b s ite  s e t u p  s o le ly  to  in fe c t 

p e o p le ’s  c o m p u te rs .

P h is h in g  s c a m s  a re  a ll a b o u t tric k in g  y o u  in to  

h a n d in g  o v e r y o u r p e rs o n a l a n d  b a n k in g  d e ta ils  

to  s c a m m e rs . Th e  e m a ils  y o u  re c e iv e  m ig h t 

lo o k  a n d  s o u n d  le g itim a te  b u t in  re a lity  g e n u in e  

o rg a n iz a tio n s  lik e  a  b a n k  o r a  g o v e rn m e n t 

a u th o rity  w ill n e v e r e x p e c t y o u  to  s e n d  y o u r 

p e rs o n a l in fo rm a tio n  b y  a n  e m a il o r o n lin e .

Sc a m m e rs  c a n  e a s ily  c o p y  th e  lo g o  o r e v e n  

th e  e n tire  w e b s ite  o f a  g e n u in e  o rg a n iz a tio n . 

So  d o n ’t ju s t a s s u m e  a n  e m a il y o u  re c e iv e  is  

le g itim a te . If th e  e m a il is  a s k in g  y o u  to  v is it a  

w e b s ite  to  “ u p d a te ” , “ v a lid a te ”  o r “ c o n fi rm ”  

y o u r a c c o u n t in fo rm a tio n , b e  s c e p tic a l.

De le te  p h is h in g  e m a ils . Th e y  c a n  c a rry  

v iru s e s  t h a t  c a n  in fe c t  y o u r c o m p u t e r. Do  n o t 

o p e n  a n y  a t t a c h m e n t s  o r fo llo w  a n y  lin k s  in  

p h is h in g  e m a ils .

O n lin e  a u c t io n s  a n d  In t e r n e t  s h o p p in g  c a n  

b e  a  lo t o f fu n  a n d  c a n  a ls o  h e lp  y o u  fi n d  

g o o d  d e a ls . Un fo rtu n a te ly , th e y  a ls o   

a ttra c t s c a m m e rs .

Sc a m m e rs  w ill o fte n  try  to  g e t y o u  to  d e a l 

o u ts id e  o f o n lin e  a u c tio n  s ite s . Th e y  m a y  

c la im  th e  w in n e r o f a n  a u c tio n  th a t y o u  w e re  

b id d in g  o n  h a s  p u lle d  o u t a n d  o ffe r th e  ite m  

to  y o u . On c e  y o u  h a v e  p a id , y o u  w ill n e v e r 

h e a r fro m  th e m  a g a in  a n d  th e  a u c tio n  s ite  w ill 

n o t b e  a b le  to  h e lp  y o u .



Te x t “ STOP”  to  e n d  u n w a n te d  te x t m e s s a g e s  o r to  e n d  u n w a n te d  s u b s c rip tio n s .

Ne v e r re p ly  to  te x t m e s s a g e s  o ffe rin g  y o u  fre e  rin g to n e s  o r m is s e d  c a lls  fro m  n u m b e rs  th a t 

y o u  d o  n o t re c o g n iz e .

Do n ’t c a ll o r te x t p h o n e  n u m b e rs  b e g in n in g  w ith  1 -9 0 0  u n le s s  y o u  a re  a w a re  o f th e  c o s t 

in v o lv e d , a n d  c a re fu lly  re a d  a n y  te rm s  a n d  c o n d itio n s  w h e n  te x tin g  s h o rt c o d e s .

Do  I k n o w  h o w  to  s to p  a n y  s u b s c rip tio n  s e rv ic e  I w a n t to  s ig n  u p  to ?

Re a d  a ll th e  te rm s  a n d  c o n d itio n s  o f a n  o ffe r v e ry  c a re fu lly . Se rv ic e s  o ffe rin g  fre e  o r v e ry  

c h e a p  p ro d u c ts  o fte n  h a v e  h id d e n  c o s ts .
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MOBILE PHONE SCAMS
Mo b ile  p h o n e  s c a m s  c a n  b e  d iffi c u lt to  re c o g n iz e .  
Be  w a ry  o f s o m e b o d y  w h o  ta lk s  a s  if th e y  k n o w  y o u  o r o f 
re d ia llin g  a  m is s e d  c a ll fro m  a n  u n k n o w n  n u m b e r— th e re  m a y  
b e  h id d e n  c h a rg e s .

WHAT TO LOOK FOR
R in g t o n e  s c a m s  m ig h t  a t tra c t  y o u  w it h  a n  

o ffe r o f a  fre e  o r lo w -c o s t  rin g t o n e . Wh a t 

y o u  m a y  n o t  re a liz e  is  t h a t  b y  a c c e p t in g  

t h e  o ffe r, y o u  m a y  a c t u a lly  b e  s u b s c rib in g  

t o  a  s e rv ic e  t h a t  w ill k e e p  s e n d in g  y o u  

rin g t o n e s — a n d  c h a rg in g  y o u  a  p re m iu m  

ra t e  fo r t h e m . Th e re  a re  m a n y  le g it im a t e  

c o m p a n ie s  s e llin g  rin g t o n e s , b u t  t h e re  a re  

a ls o  s c a m m e rs  w h o  w ill try  t o  h id e  t h e  tru e  

c o s t  o f t a k in g  u p  t h e  o ffe r.

Sc a m m e rs  e ith e r d o n ’t te ll y o u  th a t y o u r 

re q u e s t fo r th e  fi rs t rin g to n e  is  a c tu a lly  a  

s u b s c rip tio n  to  a  rin g to n e  s e rv ic e , o r it m a y  

b e  o b s c u re d  in  fi n e  p rin t re la te d  to  th e  o ffe r. 

Th e y  a ls o  m a k e  it d iffi c u lt fo r y o u  to  s to p  

th e  s e rv ic e . Yo u  h a v e  to  a c tiv e ly  “ o p t o u t”  

o f th e  s e rv ic e  to  s to p  th e  rin g to n e s  a n d  th e  

a s s o c ia te d  c h a rg e s .

M is s e d  c a ll s c a m s  s ta rt b y  s c a m m e rs  c a llin g  

y o u r p h o n e  a n d  h a n g in g  u p  s o  q u ic k ly  th a t 

y o u  c a n ’t a n s w e r th e  c a ll in  tim e . Yo u r p h o n e  

re g is te rs  a  m is s e d  c a ll a n d  y o u  p ro b a b ly  w o n ’t 

re c o g n iz e  th e  n u m b e r. Yo u  m a y  b e  te m p te d  

to  c a ll th e  n u m b e r to  fi n d  o u t w h o  c a lle d  y o u . 

If it is  a  s c a m , y o u  w ill b e  p a y in g  p re m iu m  

ra te s  fo r th e  c a ll w ith o u t k n o w in g .

Te x t m e s s a g e  s c a m s  w o rk  in  a  s im ila r w a y , 

b u t th ro u g h  a  Sh o rt Me s s a g e  Se rv ic e  (SMS). 

Sc a m m e rs  s e n d  y o u  a  te x t m e s s a g e  fro m  

a  n u m b e r y o u  m a y  n o t re c o g n iz e , b u t it 

s o u n d s  lik e  it is  fro m  a  frie n d — fo r in s ta n c e : 

“ Hi, it’s  Jo h n . I’m  b a c k ! Wh e n  a re  y o u  fre e  to  

c a tc h  u p ? ”  If y o u  re p ly  o u t o f c u rio s ity , y o u  

m ig h t b e  c h a rg e d  a t p re m iu m  ra te  fo r SMS 

m e s s a g e s  (s o m e tim e s  a s  m u c h  a s  $ 4  fo r e a c h  

m e s s a g e  s e n t a n d / o r re c e iv e d ).

An  S M S  c o n t e s t  o r S M S  t r iv ia  s c a m  

u s u a lly  a rriv e s  a s  a  t e x t  m e s s a g e  o r in  a n  

a d v e rtis e m e n t  a n d  e n c o u ra g e s  y o u  t o  t a k e  

p a rt in  a  triv ia  c o n t e s t  fo r a  g re a t p riz e . All 

y o u  n e e d  t o  d o  is  a n s w e r a  c e rta in  n u m b e r 

o f q u e s t io n s  c o rre c tly . Th e  s c a m m e rs  m a k e  

m o n e y  b y  c h a rg in g  e x tre m e ly  h ig h  ra te s  

fo r th e  m e s s a g e s  y o u  s e n d  a n d  a n y  fu rth e r 

m e s s a g e s  t h e y  s e n d  t o  y o u . With  triv ia  

s c a m s , t h e  fi rs t s e t  o f q u e s t io n s  w ill b e  

v e ry  e a s y . Th is  is  m e a n t  t o  e n c o u ra g e  y o u  

t o  k e e p  p la y in g . Ho w e v e r, th e  la s t  o n e  o r 

tw o  q u e s t io n s  t h a t  y o u  n e e d  t o  a n s w e r to  

c la im  y o u r “ p riz e ”  c o u ld  b e  v e ry  d iffi c u lt  o r 

im p o s s ib le  t o  a n s w e r c o rre c tly .

Te x t “ STOP”  to  e n d  u n w a n te d  te x t m e s s a g e s  o r to  e n d  u n w a n te d  

Ne v e r re p ly  to  te x t m e s s a g e s  o ffe rin g  y o u  fre e  rin g to n e s  o r m is s e d  
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u  o r o f 
— th e re  m a y  

s e d  c a ll s c a m s  s ta rt b y  s c a m m e rs  c a llin g  

r p h o n e  a n d  h a n g in g  u p  s o  q u ic k ly  th a t 

 c a n ’t a n s w e r th e  c a ll in  tim e . Yo u r p h o n e  YY

e rs  a  m is s e d  c a ll a n d  y o u  p ro b a b ly  w o n ’t 

o g n iz e  th e  n u m b e r. Yo u  m a y  b e  te m p te d  YY

l th e  n u m b e r to  fi n d  o u t w h o  c a lle d  y o u . 

a  s c a m , y o u  w ill b e  p a y in g  p re m iu m  

An  S M S  c o n t e s t  

u s u a lly  a rriv e s  a s

a d v e rtis e m e n t  a

p a rt in  a  triv ia  c

y o u  n e e d  t o  d o  

o f q u e s t io n s  c o rre

m o n e y  b y  c h a rg i

fo r th e  m e s s a g e

m e s s a g e s  t h e y  s

s c a m s , t h e  fi rs t s e

v e ry  e a s y . Th is  is

t o  k e e p  p la y in g

t w o  q u e s t io n s  t

c la im  y o u r “ p riz e ”

im p o s s ib le  t o  a n s w



Th e re  a re  n o  m a g ic  p ills , m ira c le  c u re s  o r s a fe  o p tio n s  fo r s e rio u s  m e d ic a l c o n d itio n s  o r ra p id  

w e ig h t lo s s .

Ne v e r c o m m it to  a n y th in g  u n d e r p re s s u re .

Do n ’t tru s t a n  u n s u b s ta n tia te d  c la im  a b o u t m e d ic in e s , s u p p le m e n ts  o r o th e r tre a tm e n ts . 

Co n s u lt y o u r h e a lth c a re  p ro fe s s io n a l.

If th is  re a lly  is  a  m ira c le  c u re , w o u ld n ’t m y  h e a lth c a re  p ro fe s s io n a l h a v e  to ld  m e  a b o u t it?

Ch e c k  fo r p u b lis h e d  m e d ic a l a n d  re s e a rc h  p a p e rs  to  v e rify  th e  a c c u ra c y  o f th e  c la im s  m a d e  

b y  th e  p ro m o te rs .
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HEALTH AND MEDICAL SCAMS
Me d ic a l s c a m s  p re y  o n  h u m a n  s u ffe rin g . Th e y  o ffe r  
s o lu tio n s  w h e re  n o n e  e x is t o r p ro m is e  to  s im p lify  c o m p le x  
h e a lth  tre a tm e n ts .

WHAT TO LOOK FOR
M ir a c le  c u re  s c a m s  o ffe r a  ra n g e  o f p ro d u c ts  

a n d  s e rv ic e s  th a t c a n  a p p e a r to  b e  le g itim a te  

a lte rn a tiv e  m e d ic in e s , u s u a lly  p ro m is in g  q u ic k  

a n d  e ffe c tiv e  re m e d ie s  fo r s e rio u s  m e d ic a l 

c o n d itio n s . Th e  tre a tm e n ts  c la im  to  b e  

e ffe c tiv e  a g a in s t a  v e ry  w id e  ra n g e  o f a ilm e n ts  

a n d  a re  o fte n  p ro m o te d  u s in g  te s tim o n ia ls  

fro m  p e o p le  w h o  h a v e  u s e d  th e  p ro d u c t o r 

s e rv ic e  a n d  h a v e  b e e n  “ c u re d ” .

W e ig h t  lo s s  s c a m s  p ro m is e  d ra m a t ic  

w e ig h t  lo s s  w it h  lit t le  o r n o  e ffo rt . Th is  

t y p e  o f s c a m  m a y  in v o lv e  a n  u n u s u a l o r 

re s t ric t iv e  d ie t , re v o lu t io n a ry  e x e rc is e  o r 

“ fa t -b u s t in g ”  d e v ic e s , o r b re a k t h ro u g h  

p ro d u c t s  s u c h  a s  p ills , p a t c h e s  o r c re a m s . 

Th e  p ro d u c t s  a re  p ro m o t e d  w it h  t h e  u s e  

o f fa ls e  c la im s  s u c h  a s  “ lo s e  1 0  k ilo s  in  

1 0  d a y s ”  o r “ lo s e  w e ig h t  w h ile  y o u  s le e p ” , 

a n d  o ft e n  re q u ire  la rg e  a d v a n c e  p a y m e n t s  

o r t h a t  y o u  e n t e r in t o  a  lo n g -t e rm  c o n t ra c t 

t o  p a rt ic ip a t e  in  t h e  p ro g ra m .

F a k e  o n lin e  p h a r m a c ie s  u s e  th e  In te rn e t a n d  

s p a m  e m a ils  to  o ffe r d ru g s  a n d  m e d ic in e  a t 

v e ry  c h e a p  p ric e s  a n d / o r w ith o u t th e  n e e d  

fo r a  p re s c rip tio n  fro m  a  d o c to r. If y o u  u s e  

s u c h  a  s e rv ic e  a n d  y o u  a c tu a lly  d o  re c e iv e  th e  

p ro d u c ts  in  re s p o n s e  to  y o u r o rd e r, th e re  is  n o  

g u a ra n te e  th a t th e y  a re  th e  re a l th in g .

Th e re  a re  le g itim a te  o n lin e  p h a rm a c ie s . Th e s e  

b u s in e s s e s  w ill h a v e  th e ir fu ll c o n ta c t d e ta ils  

lis te d  o n  th e ir w e b s ite  a n d  w ill a ls o  re q u ire  a  

v a lid  p re s c rip tio n  b e fo re  th e y  s e n d  o u t a n y  

m e d ic in e  th a t re q u ire s  o n e .



Sc a m m e rs  a re  c o u n tin g  o n  th e  fa c t th a t y o u  w ill w a n t to  a c t q u ic k ly  to  h e lp  y o u r lo v e d  o n e s  

in  a n  e m e rg e n c y .

Ne v e r s e n d  m o n e y  to  a n y o n e  y o u  d o n ’t k n o w  a n d  tru s t. V e rify  th e  p e rs o n ’s  id e n tity  b e fo re  

y o u  ta k e  a n y  s te p s  to  h e lp .

Do n ’t g iv e  o u t a n y  p e rs o n a l in fo rm a tio n  to  th e  c a lle r.

Do e s  th e  c a lle r’s  s to ry  m a k e  s e n s e ?  

As k  th e  p e rs o n  q u e s tio n s  th a t o n ly  y o u r lo v e d  o n e  w o u ld  b e  a b le  to  a n s w e r. Ca ll th e  c h ild ’s  

p a re n ts  o r frie n d s  to  v e rify  th e  s to ry . 
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EMERGENCY SCAMS
Em e rg e n c y  s c a m s  ta rg e t g ra n d p a re n ts  a n d  p la y  u p o n  th e ir 
e m o tio n s  to  ro b  th e m  o f th e ir m o n e y .

WHAT TO LOOK FOR
In  th e  ty p ic a l s c e n a rio  o f a n  e m e rg e n c y  s c a m , 

a  g ra n d p a re n t re c e iv e s  a  p h o n e  c a ll fro m  

a  s c a m m e r c la im in g  to  b e  o n e  o f h is  o r h e r 

g ra n d c h ild re n . Ca lle rs  g o  o n  to  s a y  th a t th e y  

a re  in  s o m e  k in d  o f tro u b le  a n d  n e e d  m o n e y  

im m e d ia te ly . Th e y  c la im  to  h a v e  b e e n  in  a  c a r 

a c c id e n t, a re  h a v in g  tro u b le  re tu rn in g  fro m  a  

fo re ig n  c o u n try  o r th e y  n e e d  b a il m o n e y .

Yo u  m a y  g e t a  c a ll fro m  tw o  p e o p le , o n e  

p re te n d in g  to  b e  y o u r g ra n d c h ild  a n d  th e  

o th e r p re te n d in g  to  b e  e ith e r a  p o lic e  o ffi c e r 

o r a  la w y e r. Yo u r “ g ra n d c h ild ”  a s k s  y o u  

q u e s tio n s  d u rin g  th e  c a ll, g e ttin g  y o u  to  

v o lu n te e r p e rs o n a l in fo rm a tio n . 

Ca lle rs  s a y  t h a t  t h e y  d o n ’t  w a n t  o t h e r fa m ily  

m e m b e rs  to  fi n d  o u t  w h a t  h a s  h a p p e n e d . 

Yo u  w ill b e  a s k e d  t o  w ire  s o m e  m o n e y  

t h ro u g h  a  m o n e y  tra n s fe r c o m p a n y . Ofte n , 

v ic t im s  d o n ’t  v e rify  t h e  s t o ry  u n t il a ft e r th e  

m o n e y  h a s  b e e n  s e n t .

In  s o m e  c a s e s , s c a m m e rs  p re te n d  to  b e  y o u r 

o ld  n e ig h b o u r o r a  frie n d  o f th e  fa m ily , b u t 

fo r th e  m o s t p a rt, th e  e m e rg e n c y  s c a m  is  

d ire c te d  a t g ra n d p a re n ts .



Ch e c k  w e b s ite  a d d re s s e s  c a re fu lly . Sc a m m e rs  o fte n  s e t u p  fa k e  w e b s ite s  w ith  v e ry  s im ila r 

a d d re s s e s  to  le g itim a te  d a tin g  w e b s ite s .

Ne v e r s e n d  m o n e y , o r g iv e  c re d it c a rd  o r o n lin e  a c c o u n t d e ta ils  to  a n y o n e  y o u  d o  n o t k n o w  

a n d  tru s t.

Do n ’t g iv e  o u t a n y  p e rs o n a l in fo rm a tio n  in  a n  e m a il o r w h e n  y o u  a re  c h a ttin g  o n lin e .

Wo u ld  s o m e o n e  I h a v e  n e v e r m e t re a lly  d e c la re  th e ir lo v e  fo r m e  a fte r o n ly  a  fe w  le tte rs  o r 

e m a ils ?

Ma k e  s u re  y o u  o n ly  u s e  le g itim a te  a n d  re p u ta b le  d a tin g  w e b s ite s .
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DATING AND ROMANCE SCAMS
De s p ite  th e  m a n y  le g itim a te  d a tin g  w e b s ite s  o p e ra tin g  in  
Ca n a d a , th e re  a re  m a n y  d a tin g  a n d  ro m a n c e  s c a m s  a s  w e ll. 
Da tin g  a n d  ro m a n c e  s c a m s  try  to  lo w e r y o u r d e fe n c e s  b y  
a p p e a lin g  to  y o u r ro m a n tic  a n d  c o m p a s s io n a te  s id e .

WHAT TO LOOK FOR
So m e  d a t in g  a n d  ro m a n c e  s c a m s  w o rk  b y  

s e t t in g  u p  a  d a t in g  w e b s it e  w h e re  y o u  p a y  

fo r e a c h  e m a il o r m e s s a g e  y o u  s e n d  a n d  

re c e iv e . Th e  s c a m m e r w ill try  to  h o o k  y o u  in  

b y  c o n t in u in g  t o  s e n d  y o u  v a g u e -s o u n d in g  

e m a ils  fi lle d  w it h  t a lk  o f lo v e  o r d e s ire . Th e  

s c a m m e r m ig h t  a ls o  s e n d  e m a ils  fi lle d  w it h  

d e t a ils  o f t h e ir h o m e  c o u n try  o r to w n  t h a t 

d o  n o t  re fe r to  y o u  m u c h  a t  a ll. Th e s e  a re  

a t t e m p t s  t o  k e e p  y o u  w ritin g  b a c k  a n d  

p a y in g  m o n e y  fo r u s e  o f t h e  s c a m m e r’s  

d a t in g  w e b s it e .

Ev e n  o n  a  le g itim a te  d a tin g  s ite , y o u  m ig h t 

b e  a p p ro a c h e d  b y  a  s c a m m e r— p e rh a p s  

s o m e o n e  w h o  c la im s  to  h a v e  a  v e ry  s ic k  fa m ily  

m e m b e r o r w h o  is  in  th e  d e p th s  o f d e s p a ir 

(o fte n  th e s e  s c a m m e rs  c la im  to  b e  fro m  Ru s s ia  

o r Ea s te rn  Eu ro p e ). Afte r th e y  h a v e  s e n t y o u  a  

fe w  m e s s a g e s , a n d  m a y b e  e v e n  a  g la m o ro u s  

p h o to , y o u  w ill b e  a s k e d  (d ire c tly  o r m o re  

s u b tly ) to  s e n d  th e m  m o n e y  to  h e lp  th e ir 

s itu a tio n . So m e  s c a m m e rs  e v e n  a rra n g e  to  

m e e t w ith  y o u , in  th e  h o p e  th a t y o u  g iv e  th e m  

p re s e n ts  o r m o n e y — a n d  th e n  th e y  d is a p p e a r.

In  o th e r c a s e s , s c a m m e rs  w ill try  to  b u ild  a  

frie n d s h ip  w ith  y o u , p e rh a p s  e v e n  s e n d in g  

y o u  fl o w e rs  o r o th e r s m a ll g ifts . Afte r b u ild in g  

a  re la tio n s h ip , th e  s c a m m e r w ill te ll y o u  

a b o u t a  la rg e  a m o u n t o f m o n e y  th e y  n e e d  to  

tra n s fe r o u t o f th e ir c o u n try , o r th a t th e y  w a n t 

to  s h a re  w ith  y o u . Th e y  w ill th e n  a s k  fo r y o u r 

b a n k in g  d e ta ils  o r m o n e y  fo r a n  a d m in is tra tiv e  

fe e  o r ta x  th a t th e y  c la im  n e e d s  to  b e  p a id  to  

fre e  u p  th e  m o n e y .

Ch e c k  w e b s ite  a d d re s s e s  c a re fu lly . Sc a m m e rs  o fte n  s e t u p  fa k e  w e b s ite s  w ith  v e ry  s im ila r 

a d d re s s e s  to  le g itim a te  d a tin g  w e b s ite s .

Ne v e r s e n d  m o n e y , o r g iv e  c re d it c a rd  o r o n lin e  a c c o u n t d e ta ils  to  a n y o n e  y o u  d o  n o t k n o w  

a n d  tru s t.

Y O U RSEL FY O U RSEL F



If y o u  h a v e  a n y  d o u b ts  a t a ll a b o u t th e  p e rs o n  a s k in g  fo r m o n e y , d o  n o t g iv e  th e m  a n y  c a s h , 

c re d it c a rd  o r b a n k  a c c o u n t d e ta ils .

Ne v e r g iv e  o u t y o u r p e rs o n a l, c re d it c a rd  o r o n lin e  a c c o u n t d e ta ils  o v e r th e  p h o n e  u n le s s  y o u  

m a d e  th e  c a ll a n d  th e  p h o n e  n u m b e r c a m e  fro m  a  tru s te d  s o u rc e .

If in  d o u b t, a p p ro a c h  a n  a id  o rg a n iz a tio n  d ire c tly  to  m a k e  a  d o n a tio n  o r o ffe r s u p p o rt.

Ho w  a n d  to  w h o m  w o u ld  I lik e  to  m a k e  a  c o n trib u tio n ?

Se a rc h  th e  Ca n a d a  Re v e n u e  Ag e n c y  d a ta b a s e  to  c h e c k  th a t th e  c h a rity  th a t h a s  a p p ro a c h e d  

y o u  is  g e n u in e .
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CHARITY SCAMS
Ch a rity  s c a m s  ta k e  a d v a n ta g e  o f p e o p le ’s  g e n e ro s ity  a n d  
k in d n e s s  b y  a s k in g  fo r d o n a tio n s  to  a  fa k e  c h a rity  o r b y  
im p e rs o n a tin g  a  re a l c h a rity .

WHAT TO LOOK FOR
C h a r it y  s c a m s  in v o lv e  s c a m m e rs  c o lle c tin g  

m o n e y  b y  p re te n d in g  to  b e  a  re a l c h a rity . 

Th e  s c a m m e rs  c a n  a p p ro a c h  y o u  in  m a n y  

d iffe re n t w a y s — o n  th e  s tre e t, a t y o u r h o m e , 

o v e r th e  p h o n e , o r o n  th e  In te rn e t. Em a ils  a n d  

c o lle c tio n  b o x e s  m a y  e v e n  b e  m a rk e d  w ith  

th e  lo g o s  o f g e n u in e  c h a ritie s .

Ofte n , th e  s c a m m e r w ill e x p lo it a  re c e n t 

n a tu ra l d is a s te r o r fa m in e  th a t h a s  b e e n  in  th e  

n e w s . Oth e r s c a m m e rs  p la y  o n  y o u r e m o tio n s  

b y  p re te n d in g  to  b e  fro m  c h a ritie s  th a t h e lp  

c h ild re n  w h o  a re  ill.

Sc a m m e rs  c a n  try  to  p re s s u re  y o u  to  g iv e  

a  d o n a tio n  a n d  re fu s e  to  p ro v id e  d e ta ils  

a b o u t th e  c h a rity , s u c h  a s  th e ir a d d re s s  o r 

th e ir c o n ta c t d e ta ils . In  o th e r c a s e s , th e y  m a y  

s im p ly  p ro v id e  fa ls e  in fo rm a tio n .

No t o n ly  d o  th e s e  s c a m s  c o s t p e o p le  m o n e y ; 

th e y  a ls o  d iv e rt m u c h  n e e d e d  d o n a tio n s  

a w a y  fro m  le g itim a te  c h a ritie s  a n d  c a u s e s . All 

re g is te re d  c h a ritie s  in  Ca n a d a  a re  o v e rs e e n  

b y  th e  Ca n a d a  Re v e n u e  Ag e n c y  a n d  lis te d  in  

its  d a ta b a s e . Yo u  c a n  a ls o  c o n ta c t y o u r lo c a l 

Be tte r Bu s in e s s  Bu re a u  to  s e e  if th e y  h a v e  

a n y  in fo rm a tio n  a b o u t th e  o rg a n iz a tio n s  th a t 

in te re s t y o u . If th e  c h a rity  is  g e n u in e  a n d  y o u  

w a n t to  m a k e  a  d o n a tio n , g e t th e  c h a rity ’s  

c o n ta c t d e ta ils  fro m  th e  p h o n e  b o o k  o r a  

tru s te d  w e b s ite .

If y o u  d o  n o t w a n t to  d o n a te  a n y  m o n e y , o r 

y o u  a re  h a p p y  w ith  h o w  m u c h  y o u  m a y  h a v e  

d o n a te d  to  c h a ritie s  a lre a d y , s im p ly  ig n o re  th e  

e m a il o r le tte r, h a n g  u p  th e  p h o n e , o r s a y  n o  

to  th e  p e rs o n  a t y o u r d o o r. Yo u  d o  n o t h a v e  

to  g iv e  a n y  m o n e y  a t a ll.



Th e re  a re  n o  s h o rtc u ts  to  w e a lth — th e  o n ly  p e o p le  th a t m a k e  m o n e y  a re  th e  s c a m m e rs .

Ne v e r s e n d  y o u r b a n k  a c c o u n t o r c re d it c a rd  d e ta ils  to  a n y b o d y  y o u  d o  n o t k n o w  a n d  tru s t. 

If y o u  c a s h  th e  c h e q u e  a n d  it tu rn s  o u t to  b e  c o u n te rfe it, y o u  c o u ld  b e  h e ld  a c c o u n ta b le  fo r 

th e  e n tire  m o n e ta ry  lo s s  b y  y o u r b a n k .

Do n ’t m a k e  a n y  d e c is io n s  w ith o u t c a re fu lly  re s e a rc h in g  th e  o ffe r. Se e k  in d e p e n d e n t a d v ic e  

b e fo re  m a k in g  a  d e c is io n .

Did  I g e t a ll th e  d e ta ils  in  w ritin g  b e fo re  p a y in g  o r s ig n in g  a n y th in g ?

Be w a re  o f p ro d u c ts  o r s c h e m e s  c la im in g  to  g u a ra n te e  in c o m e  a n d  jo b  o ffe rs  re q u irin g  

p a y m e n t o f a n  u p fro n t fe e  o r s e n d in g  m o n e y  th ro u g h  a  m o n e y  tra n s fe r s e rv ic e . Ma k e  s u re  

a n y  fra n c h is e  b u s in e s s  o p p o rtu n ity  is  le g itim a te .

REMEMB ER

CAU TIO N

TH IN K

ASK  

Y O U RSEL F

IN V ESTIG ATE

P RO TECT Y O U RSEL F!

20

JOB AND EMPLOYMENT SCAMS
Jo b  a n d  e m p lo y m e n t s c a m s  ta rg e t p e o p le  lo o k in g  fo r a  jo b . 
Th e y  o fte n  p ro m is e  a  lo t o f in c o m e — s o m e tim e s  th e y  e v e n  
g u a ra n te e  it— fo r little  o r n o  e ffo rt.

WHAT TO LOOK FOR
W o r k -fro m -h o m e  s c a m s  a re  o fte n  p ro m o te d  

th ro u g h  s p a m  e m a ils  o r a d v e rtis e m e n ts  

o n lin e  o r in  n e w s p a p e r a d s . Mo s t o f th e s e  

a d v e rtis e m e n ts  a re  n o t re a l jo b  o ffe rs . 

Ma n y  o f th e m  a re  fro n ts  fo r ille g a l m o n e y -

la u n d e rin g  a c tiv ity  o r p y ra m id  s c h e m e s .

Yo u  m ig h t g e t a n  e m a il o ffe rin g  a  jo b  w h e re  

y o u  u s e  y o u r b a n k  a c c o u n t to  re c e iv e  a n d  p a s s  

o n  p a y m e n ts  fo r a  fo re ig n  c o m p a n y . Or y o u  

m ig h t b e  o ffe re d  a  jo b  a s  a  “ s e c re t s h o p p e r”  

h ire d  to  te s t th e  s e rv ic e s  o f a  c h e q u e -

c a s h in g  o r a  m o n e y  tra n s fe r c o m p a n y . So m e  

“ jo b  o ffe rs ”  p ro m is e  th a t y o u  w ill re c e iv e  a  

p e rc e n ta g e  c o m m is s io n  fo r e a c h  p a y m e n t y o u  

p a s s  o n . So m e tim e s , s c a m m e rs  a re  ju s t a fte r 

y o u r b a n k  a c c o u n t d e ta ils  s o  th e y  c a n  a c c e s s  

y o u r a c c o u n t. Th e y  m ig h t a ls o  s e n d  y o u  a  

c o u n te rfe it c h e q u e  a lo n g  w ith  in s tru c tio n s  fo r 

y o u  to  c a s h  th e  c h e q u e  a n d  tra n s fe r a  p o rtio n  

o f th e  s u m  o v e r a  m o n e y  tra n s fe r s e rv ic e .

A g u a r a n t e e d  e m p lo y m e n t  o r in c o m e  s c a m  

c la im s  to  g u a ra n te e  y o u  e ith e r a  jo b  o r a  

c e rta in  le v e l o f in c o m e . Th e  s c a m m e rs  u s u a lly  

c o n ta c t y o u  b y  s p a m  e m a il a n d  th e  o ffe rs  

o fte n  in v o lv e  th e  p a y m e n t o f a n  u p -fro n t 

fe e  fo r a  “ b u s in e s s  p la n ” , c e rta in  s ta rt-u p  

m a te ria ls  o r s o ftw a re .

Th e re  is  a  ra n g e  o f s c a m s  p ro m o te d  a s  

b u s in e s s  o p p o rtu n itie s . Yo u  m a y  b e  re q u ire d  

to  m a k e  a n  u p fro n t p a y m e n t (fo r s o m e th in g  

th a t d o e s  n o t w o rk  o r is  n o t w h a t y o u  

e x p e c te d ) o r to  re c ru it o th e r p e o p le  to  th e  

s c h e m e  (re fe r to  p y ra m id  s c h e m e s  o n  p a g e  4 ).



Ma k e  s u re  th a t th e  p e o p le  p ro c e s s in g  th e  in v o ic e s  o r a n s w e rin g  te le p h o n e  c a lls  a re  a w a re  

o f th e s e  s c a m s . Th e y  w ill m o s t o fte n  b e  th e  p o in t o f c o n ta c t fo r th e  s c a m m e rs . Alw a y s  c h e c k  

th a t g o o d s  o r s e rv ic e s  w e re  b o th  o rd e re d  a n d  d e liv e re d  b e fo re  p a y in g  a n  in v o ic e .

Ne v e r g iv e  o u t o r u p d a te  a n y  in fo rm a tio n  a b o u t y o u r b u s in e s s  u n le s s  y o u  k n o w  w h a t th e  

in fo rm a tio n  w ill b e  u s e d  fo r.

Do n ’t a g re e  to  a  b u s in e s s  p ro p o s a l o v e r th e  p h o n e — a lw a y s  a s k  fo r a n  o ffe r in  w ritin g . Lim it 

th e  n u m b e r o f p e o p le  in  y o u r b u s in e s s  th a t h a v e  a c c e s s  to  fu n d s  a n d  h a v e  th e  a u th o rity  to  

a p p ro v e  p u rc h a s e s .

If a  c a lle r c la im s  th a t I h a v e  o rd e re d  o r a u th o riz e d  s o m e th in g  a n d  I d o  n o t th in k  it s o u n d s  

rig h t, s h o u ld n ’t I a s k  fo r p ro o f?

Effe c tiv e  m a n a g e m e n t p ro c e d u re s  c a n  g o  a  lo n g  w a y  to w a rd s  p re v e n tin g  th e s e  s c a m s  

fro m  s u c c e e d in g . Ha v in g  c le a rly  d e fi n e d  p ro c e d u re s  fo r th e  v e rifi c a tio n , p a y m e n t a n d  

m a n a g e m e n t o f a c c o u n ts  a n d  in v o ic e s  is  a n  e ffe c tiv e  d e fe n c e  a g a in s t th e s e  ty p e s  o f s c a m s .
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SMALL BUSINESS SCAMS
Sc a m s  th a t ta rg e t s m a ll b u s in e s s e s  c a n  c o m e  in  a  v a rie ty  o f 
fo rm s — fro m  b ills  fo r a d v e rtis in g  o r d ire c to ry  lis tin g s  th a t 
w e re  n e v e r o rd e re d  to  d u b io u s  o ffi c e  s u p p ly  o ffe rs .

WHAT TO LOOK FOR
S m a ll b u s in e s s  o p e ra to rs  a n d  in d iv id u a ls  

w ith  th e ir o w n  In te rn e t s ite s  c o n tin u e  to  b e  

c o n fu s e d  a n d  c a u g h t b y  u n s o lic ite d  le tte rs  

w a rn in g  th e m  th a t th e ir In te rn e t d o m a in  n a m e  

is  d u e  to  e x p ire  a n d  m u s t b e  re n e w e d , o r 

o ffe rin g  th e m  a  n e w  d o m a in  n a m e  s im ila r to  

th e ir c u rre n t o n e .

If y o u  h a v e  re g is te re d  a  d o m a in  n a m e , b e  s u re  

to  c a re fu lly  c h e c k  a n y  d o m a in  n a m e  re n e w a l 

n o tic e s  o r in v o ic e s  th a t y o u  re c e iv e . Wh ile  th e  

n o tic e  c o u ld  b e  g e n u in e , it c o u ld  a ls o  b e  fro m  

a n o th e r c o m p a n y  try in g  to  s ig n  y o u  u p , o r it 

c o u ld  b e  fro m  a  s c a m m e r.

c u rre n t d o m a in  n a m e  e x a c tly . Lo o k  o u t fo r 

s m a ll d iffe re n c e s — fo r e x a m p le , “ .c o m ”  in s te a d  

o f “ .c a ”  o r m is s in g  le tte rs  in  th e  URL a d d re s s .

th e  c o m p a n y  w ith  w h ic h  y o u  o rig in a lly  

re g is te re d  y o u r d o m a in  n a m e .

d a te  fo r y o u r e x is tin g  d o m a in  n a m e .

A d ire c to ry  lis tin g  o r u n a u th o riz e d  a d v e rtis in g  

s c a m  trie s  to  b ill a  b u s in e s s  fo r a  lis tin g  o r 

a d v e rtis e m e n t in  a  m a g a z in e , jo u rn a l o r b u s in e s s  

d ire c to ry , o r fo r a n  o n lin e  d ire c to ry  lis tin g .

Th e  s c a m  m ig h t  c o m e  a s  a  p ro p o s a l fo r a  

s u b s c rip tio n  d is g u is e d  a s  a n  u p d a t e  o f a n  

e x is t in g  lis t in g  in  a  b u s in e s s  d ire c to ry . Yo u  

m ig h t  a ls o  b e  le d  t o  b e lie v e  t h a t  y o u  a re  

re s p o n d in g  t o  a n  o ffe r fo r a  fre e  lis t in g  w h e n  

in  fa c t  it  is  a n  o rd e r fo r a  lis t in g  re q u irin g  

la t e r p a y m e n t .

An o t h e r c o m m o n  a p p ro a c h  u s e d  b y  

s c a m m e rs  is  t o  c a ll a  fi rm  a s k in g  t o  

c o n fi rm  d e t a ils  o f a n  a d v e rt is e m e n t  t h a t 

t h e y  c la im  h a s  a lre a d y  b e e n  b o o k e d . Th e  

s c a m m e r m ig h t  q u o t e  a  g e n u in e  e n try  

o r a d v e rt is e m e n t  y o u r b u s in e s s  h a s  h a d  

in  a  d iffe re n t  p u b lic a t io n  o r d ire c t o ry  t o  

c o n v in c e  y o u  t h a t  y o u  re a lly  d id  u s e  t h e  

s c a m m e r’s  p ro d u c t .

Be  w a ry  o f o rd e r  fo r m s  o ffe rin g  a d v e rtis in g  

o p p o rtu n it ie s  in  b u s in e s s  d ire c to rie s . Th e s e  

o rd e r fo rm s  m a y  lo o k  lik e  t h e y  o rig in a t e  

fro m  a  w e ll-k n o w n  s u p p lie r o f d ire c to ry  

a d v e rtis in g , w h e n  t h e y  d o n ’t . 

An  o ffi c e  s u p p ly  s c a m  in v o lv e s  y o u  re c e iv in g  

a n d  b e in g  c h a rg e d  fo r g o o d s  th a t y o u  

d id  n o t o rd e r. Th e s e  s c a m s  o fte n  in v o lv e  

g o o d s  o r s e rv ic e s  th a t y o u  re g u la rly  o rd e r—

fo r e x a m p le , p a p e r, p rin tin g  s u p p lie s , 

m a in te n a n c e  s u p p lie s  o r a d v e rtis in g .

Yo u  m ig h t re c e iv e  a  p h o n e  c a ll fro m  s o m e o n e  

fa ls e ly  c la im in g  to  b e  y o u r “ re g u la r s u p p lie r” , 

te llin g  y o u  th a t th e  o ffe r is  a  “ s p e c ia l”  o r 

“ a v a ila b le  fo r a  lim ite d  tim e ” , o r p re te n d in g  

to  o n ly  c o n fi rm  y o u r a d d re s s  o r e x is tin g  o rd e r. 

If y o u  a g re e  to  b u y  a n y  o f th e  s u p p lie s  o ffe re d  

to  y o u , th e y  w ill o fte n  b e  o v e rp ric e d  a n d  o f 

b a d  q u a lity .



On ly  y o u r s e rv ic e  p ro v id e r c a n  o ffe r y o u  a  b e tte r ra te  o r p ric e  fo r th e ir s e rv ic e s .

Be  w a ry  o f u n s o lic ite d  c a lls  fro m  p e o p le  o ffe rin g  a  g re a t d e a l “ fo r a  lim ite d  tim e  o n ly ” . 

Do n ’t g iv e  o u t y o u r c re d it c a rd  n u m b e r o v e r th e  p h o n e  u n le s s  y o u  m a d e  th e  c a ll a n d  th e  

n u m b e r c a m e  fro m  a  tru s te d  s o u rc e . 

By  o ffe rin g  u p  th is  in fo rm a tio n , a m  I p u ttin g  m y s e lf a t ris k ?  

If a  c a lle r c la im s  to  re p re s e n t y o u r b a n k , te le p h o n e  y o u r b a n k  to  a s k  w h e th e r th e  o ffe r y o u  

re c e iv e d  is  g e n u in e . 

REMEMB ER

CAU TIO N

TH IN K

ASK  

Y O U RSEL F

IN V ESTIG ATE

P RO TECT Y O U RSEL F!

24

SERV ICE SCAMS 
Ma n y  Ca n a d ia n s  a re  b e in g  ta rg e te d  b y  in d iv id u a ls  c la im in g  
to  o ffe r re d u c e d  ra te s  o r d e a ls  fo r v a rio u s  s e rv ic e s . 

WHAT TO LOOK FOR
Th e s e  s c a m s  ty p ic a lly  in v o lv e  in d iv id u a ls  th a t 

m a k e  o ffe rs  fo r te le c o m m u n ic a tio n s , In te rn e t, 

fi n a n c e , m e d ic a l a n d  e n e rg y  s e rv ic e s . Th is  

c a te g o ry  o f s c a m s  m a y  a ls o  in c lu d e  o ffe rs  

s u c h  a s  e x te n d e d  w a rra n tie s , in s u ra n c e , a n d  

d o o r-to -d o o r s a le s . 

Th e  tw o  m o s t re p o rte d  s e rv ic e  s c a m s  

ta rg e tin g  Ca n a d ia n s  a re  th e  a n t iv ir u s  

s o ft w a re  s c a m  a n d  c re d it  c a rd  in t e re s t  r a t e  

re d u c t io n  s c a m s .

Th e  s c a m m e rs  in v o lv e d  in  th e  a n tiv iru s  

s o ftw a re  s c a m  p ro m is e  to  re p a ir y o u r 

c o m p u te r o v e r th e  In te rn e t. Th is  c a n  in v o lv e  

th e  in s ta lla tio n  o f s o ftw a re  o r p e rm is s io n  

to  h a v e  re m o te  a c c e s s  to  y o u r c o m p u te r. 

Pa y m e n t fo r th e  s o ftw a re  o r re p a ir is  ty p ic a lly  

m a d e  b y  c re d it c a rd .

Do w n lo a d in g  s o ftw a re  fro m  a n  u n k n o w n  

s o u rc e  o r a llo w in g  s o m e o n e  to  re m o te ly  

a c c e s s  y o u r c o m p u te r is  ris k y . Sc a m m e rs  

c o u ld  u s e  m a lic io u s  s o ftw a re  to  c a p tu re  y o u r 

p e rs o n a l in fo rm a tio n  s u c h  a s  u s e r n a m e s  a n d  

p a s s w o rd s , b a n k  a c c o u n t in fo rm a tio n , id e n tity  

in fo rm a tio n , e tc .

Ev e ry o n e  lik e s  to  g e t a  d e a l a n d  s c a m m e rs  

k n o w  th is . Th e  p e o p le  b e h in d  c re d it 

c a rd  in te re s t ra te  re d u c tio n  s c a m s  o fte n  

im p e rs o n a te  fi n a n c ia l in s titu tio n s  a n d  c la im  to  

n e g o tia te  w ith  c re d it c a rd  c o m p a n ie s  to  lo w e r 

y o u r in te re s t ra te s . Th e y  g u a ra n te e  th e y  c a n  

s a v e  y o u  th o u s a n d s  o f d o lla rs  in  in te re s t. Th e  

c a lle r w ill te ll y o u  th a t th e  lo w e r in te re s t ra te s  

a re  fo r a  lim ite d  tim e  o n ly  a n d  th a t y o u  n e e d  

to  a c t n o w . 

Yo u  m ig h t re c e iv e  a n  a u to m a te d  c a ll, 

p ro m p tin g  y o u  to  “ p re s s  1 ”  a n d  p ro v id e  

p e rs o n a l in fo rm a tio n , s u c h  a s  y o u r d a te  o f 

b irth  a n d  c re d it c a rd  n u m b e r. Yo u  w ill a ls o  b e  

a s k e d  to  p a y  a  fe e  u p  fro n t fo r th e  s e rv ic e . 

Th e  s c a m m e rs  w ill u s e  th is  in fo rm a tio n  to  

m a k e  p u rc h a s e s  o n  y o u r c re d it c a rd  o r to  

a c c e s s  c a s h  a d v a n c e s .
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HANDY HINTS TO 
PROTECT YOURSELF
PROTECT YOUR IDENTITY

w h e re  it is  a b s o lu te ly  n e c e s s a ry  a n d  w h e n  y o u  tru s t th e  

p e rs o n  y o u  a re  s p e a k in g  to  o r d e a lin g  w ith .

Yo u  s h o u ld  c u t u p  o r s h re d  o ld  b ills , s ta te m e n ts  o r 

c a rd s — fo r e x a m p le , c re d it c a rd s  a n d  ATM c a rd s .

d o n ’t le a v e  th e m  ly in g  a ro u n d  fo r o th e rs  to  ta k e .

MONEY MATTERS

tru s t.

o r lo tte ry  w in n in g s .

to  tra n s fe r m o n e y  fo r s o m e b o d y  c o u ld  b e  a  fro n t fo r 

m o n e y -la u n d e rin g  a c tiv ity . Mo n e y  la u n d e rin g  is  a  s e rio u s  

c rim in a l o ffe n c e .

o v e rp a y m e n ts  b a c k  to  a n y o n e  y o u  d o  n o t k n o w .

THE FACE-TO-FACE APPROACH

id e n tifi c a tio n . Yo u  d o  n o t h a v e  to  le t th e m  in , a n d  th e y  

m u s t le a v e  if y o u  a s k  th e m  to .

in te re s te d  in  w h a t a  d o o r-to -d o o r s a le s p e rs o n  h a s  to  

o ffe r, ta k e  th e  tim e  to  fi n d  o u t a b o u t th e ir b u s in e s s  a n d  

th e ir o ffe r.

te rrito ria l c o n s u m e r a ffa irs  o ffi c e s  o r th e  Be tte r Bu s in e s s  

Bu re a u  o f y o u r p ro v in c e  o r te rrito ry  if y o u  a re  u n s u re  

a b o u t a  s e lle r th a t c o m e s  to  y o u r d o o r. Se e  p a g e s  2 9  

a n d  3 0  fo r c o n ta c t in fo rm a tio n .

TELEPHONE BUSINESS

n o t k n o w , a lw a y s  a s k  fo r th e  n a m e  o f th e  p e rs o n  y o u  

a re  s p e a k in g  to  a n d  w h o  th e y  re p re s e n t. V e rify  th is  

in fo rm a tio n  b y  c a llin g  th e  c o m p a n y  y o u rs e lf.

a c c o u n t d e ta ils  o v e r th e  p h o n e  u n le s s  y o u  m a d e  th e  c a ll 

a n d  th e  p h o n e  n u m b e r c a m e  fro m  a  tru s te d  s o u rc e .

c a lls  th a t c o m e  fro m  n u m b e rs  y o u  d o  n o t re c o g n iz e . 

Be  e s p e c ia lly  w a ry  o f p h o n e  n u m b e rs  b e g in n in g  w ith  

1 -9 0 0 . Th e s e  m a y  b e  c h a rg e d  a t a  h ig h e r ra te  th a n  o th e r 

n u m b e rs  a n d  c a n  b e  v e ry  e x p e n s iv e .

EMAIL OFFERS

o fte n , th is  ju s t s e rv e s  to  “ v e rify ”  y o u r a d d re s s  to  

s c a m m e rs . Th e  b e s t c o u rs e  o f a c tio n  is  to  d e le te  a n y  

s u s p ic io u s  e m a ils  w ith o u t o p e n in g  th e m .

m a y  s e n d  a  v e rifi c a tio n  n o tic e  to  th e  s e n d e r th a t y o u rs  is  

a  v a lid  e m a il a d d re s s .

y o u  fo r y o u r a c c o u n t d e ta ils  in  a n  e m a il o r a s k  y o u  to  

c lic k  o n  a  lin k  in  a n  e m a il to  a c c e s s  y o u r a c c o u n t.

d e t a ils  t h a t  y o u  s e e  in  a  s p a m  e m a il.

INTERNET BUSINESS

v iru s e s  a n d  u n w a n te d  p ro g ra m s  a n d  m a k e  s u re  it is  k e p t 

c u rre n t. If y o u  a re  u n s u re , s e e k  th e  h e lp  o f a  c o m p u te r 

p ro fe s s io n a l.

to  th e  w e b s ite  o r ty p e  th e  a d d re s s  o f th e  w e b s ite  in to  

th e  b ro w s e r y o u rs e lf. Ne v e r fo llo w  a  lin k  in  a n  e m a il.

s e t u p  fa k e  w e b s ite s  w ith  a d d re s s e s  v e ry  s im ila r to  

le g itim a te  w e b s ite s .

m u s ic , a d u lt c o n te n t, g a m e s  a n d  m o v ie s ). Do w n lo a d in g  

th e s e  p ro d u c ts  m a y  in s ta ll h a rm fu l p ro g ra m s  o n to  y o u r 

c o m p u te r w ith o u t y o u  k n o w in g .

h a rm fu l p ro g ra m s  b e in g  in s ta lle d  o n  y o u r c o m p u te r.

in fo rm a tio n  o n  a  w e b s ite  th a t y o u  a re  n o t s u re  is  

g e n u in e .

d e ta ils  th ro u g h  a n  e m a il.

c a fe s ) to  d o  y o u r In te rn e t b a n k in g  o r o n lin e  s h o p p in g .

c a c h e  o f th e  c o m p u te r w h e n  y o u  fi n is h  y o u r s e s s io n .

a u to -c o m p le te s  o n lin e  fo rm s . Th is  c a n  g iv e  In te rn e t 

s c a m m e rs  e a s y  a c c e s s  to  y o u r p e rs o n a l a n d  c re d it c a rd  

d e ta ils .

e ls e  to  g u e s s — fo r e x a m p le , p a s s w o rd s  th a t in c lu d e  

le tte rs  a n d  n u m b e rs . Yo u  s h o u ld  a ls o  re g u la rly  c h a n g e  

p a s s w o rd s .

tra n s a c tio n s  a n d  o n ly  p a y  v ia  a  s e c u re  s ite . If u s in g  a n  

In te rn e t a u c tio n  s ite , n o te  th e  ID n u m b e rs  in v o lv e d  a n d  

re a d  a ll th e  s e c u rity  a d v ic e  o n  th e  s ite  fi rs t.
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SCAMS AND YOU:  
WHAT TO DO IF YOU GET SCAMMED!
Ca n a d ia n  a u th o ritie s  m a y  n o t a lw a y s  b e  a b le  to  ta k e  a c tio n  a g a in s t s c a m s , 
e v e n  if it s e e m s  lik e  a  s c a m m e r m ig h t h a v e  b ro k e n  th e  la w .

REDUCING THE DAMAGE
Alth o u g h  it m a y  b e  h a rd  to  re c o v e r a n y  m o n e y  th a t y o u  

h a v e  lo s t to  a  s c a m , th e re  a re  s te p s  y o u  c a n  ta k e  to  

re d u c e  t h e  d a m a g e  a n d  a v o id  b e c o m in g  a  ta rg e t fo r a  

fo llo w -u p  s c a m . Th e  m o re  q u ic k ly  y o u  a c t, th e  g re a te r 

y o u r c h a n c e  o f re d u c in g  y o u r lo s s e s .

R e p o r t  a  s c a m . By  re p o rtin g  th e  s c a m  to  a u th o ritie s , th e y  

m a y  b e  a b le  to  w a rn  o th e r p e o p le  a b o u t th e  s c a m  a n d  

m in im iz e  th e  c h a n c e s  o f th e  s c a m  s p re a d in g  fu rth e r. Yo u  

s h o u ld  a ls o  w a rn  y o u r frie n d s  a n d  fa m ily  o f a n y  s c a m s  th a t 

y o u  c o m e  a c ro s s . De ta ils  o n  h o w  to  re p o rt a  s c a m  a re  o n  

p a g e s  2 9  a n d  3 0  o f th is  p u b lic a tio n .

IF YOU HAV E BEEN TRICKED INTO SIGNING A 
CONTRACT OR BUYING A PRODUCT OR SERV ICE
Co n ta c t y o u r p ro v in c ia l o r te rrito ria l c o n s u m e r a ffa irs  

o ffi c e  a n d  c o n s id e r g e ttin g  in d e p e n d e n t a d v ic e  to  

e x a m in e  y o u r o p tio n s : th e re  m a y  b e  a  c o o lin g -o ff p e rio d  

o r y o u  m a y  b e  a b le  to  n e g o tia te  a  re fu n d .

IF YOU THINK SOMEONE HAS GAINED ACCESS 
TO YOUR ONLINE ACCOUNT, TELEPHONE 
BANKING ACCOUNT OR CREDIT CARD DETAILS
Ca ll y o u r fi n a n c ia l in s titu tio n  im m e d ia te ly  s o  th e y  c a n  

s u s p e n d  y o u r a c c o u n t a n d  lim it th e  a m o u n t o f m o n e y  y o u  

lo s e . Cre d it c a rd  c o m p a n ie s  m a y  a ls o  b e  a b le  to  p e rfo rm  a  

“ c h a rg e  b a c k ”  (re v e rs e  th e  tra n s a c tio n ) if th e y  b e lie v e  th a t 

y o u r c re d it c a rd  w a s  b ille d  fra u d u le n tly .

Do  n o t u s e  c o n ta c t d e ta ils  th a t a p p e a r in  e m a ils  o r o n  

w e b s ite s  th a t y o u  a re  s u s p ic io u s  o f— th e y  w ill p ro b a b ly  b e  

fa k e  a n d  le a d  y o u  to  a  s c a m m e r. Yo u  c a n  fi n d  le g itim a te  

c o n ta c t d e ta ils  in  th e  p h o n e  b o o k , a n  a c c o u n t s ta te m e n t 

o r o n  th e  b a c k  o f y o u r ATM c a rd .

IF THE SCAM RELATES TO  
YOUR HEALTH
Sto p  ta k in g  a n y  p ills  o r s u b s ta n c e s  th a t y o u  a re  n o t 

s u re  a b o u t. Se e  a  d o c to r o r o th e r q u a lifi e d  m e d ic a l 

p ro fe s s io n a l a s  s o o n  a s  y o u  c a n . Be  s u re  to  te ll th e m  

a b o u t th e  tre a tm e n t th a t th e  s c a m m e r s o ld  (ta k e  a lo n g  

a n y  s u b s ta n c e s , in c lu d in g  th e ir p a c k a g in g ). Als o  te ll th e m  

if y o u  h a v e  s to p p e d  a n y  tre a tm e n t th a t y o u  w e re  ta k in g  

b e fo re  th e  s c a m .

IF YOU HAV E SENT MONEY TO SOMEONE THAT 
YOU THINK MAY BE A SCAMMER
If y o u  s e n t y o u r c re d it c a rd  d e ta ils , fo llo w  th e  in s tru c tio n s  

in  th e  s e c tio n  o p p o s ite .

If y o u  s e n t m o n e y  th ro u g h  a n  e le c tro n ic  fu n d s  tra n s fe r 

(o v e r th e  In te rn e t), c o n ta c t y o u r fi n a n c ia l in s titu tio n  

im m e d ia te ly . If th e y  h a v e  n o t a lre a d y  p ro c e s s e d  th e  

tra n s fe r, th e y  m a y  b e  a b le  to  c a n c e l it.

If y o u  s e n t a  c h e q u e , c o n ta c t y o u r fi n a n c ia l in s titu tio n  

im m e d ia te ly . If th e  s c a m m e r h a s n ’t a lre a d y  c a s h e d  y o u r 

c h e q u e , th e y  m a y  b e  a b le  to  c a n c e l it.

If y o u  s e n t m o n e y  th ro u g h  a  w ire  s e rv ic e  (s u c h  a s  We s te rn  

Un io n  o r Mo n e y  Gra m ), c o n ta c t th e  w ire  s e rv ic e  im m e d ia te ly . 

If y o u  a re  v e ry  q u ic k , th e y  m a y  b e  a b le  to  s to p  th e  tra n s fe r.

IF YOU HAV E BEEN TRICKED BY  
A DOOR-TO-DOOR SELLER 
Yo u  m a y  b e  p ro te c te d  b y  la w s  th a t p ro v id e  y o u  w ith  a  

“ c o o lin g -o ff”  p e rio d , d u rin g  w h ic h  y o u  c a n  c a n c e l a n  

a g re e m e n t o r c o n tra c t th a t y o u  s ig n e d . Co n ta c t y o u r 

p ro v in c ia l o r te rrito ria l c o n s u m e r a ffa irs  o ffi c e  fo r a d v ic e  

a b o u t d o o r-to -d o o r s a le s  la w s .

IF YOU HAV E BEEN SCAMMED  
USING YOUR COMPUTER
If y o u  w e re  u s in g  y o u r c o m p u te r w h e n  y o u  g o t s c a m m e d , 

it is  p o s s ib le  th a t a  v iru s  o r o th e r m a lic io u s  s o ftw a re  is  s till 

o n  y o u r c o m p u te r. Ru n  a  fu ll s y s te m  c h e c k  u s in g  re lia b le  

s e c u rity  s o ftw a re .

If y o u  d o  n o t h a v e  s e c u rity  s o ftw a re  (s u c h  a s  v iru s  s c a n n e rs  

a n d  a  fi re w a ll) in s ta lle d  o n  y o u r c o m p u te r, a  c o m p u te r 

p ro fe s s io n a l c a n  h e lp  y o u  c h o o s e  w h a t y o u  n e e d .

Sc a m m e rs  m a y  h a v e  a ls o  g a in e d  a c c e s s  to  y o u r o n lin e  

p a s s w o rd s . Ch a n g e  th e s e  u s in g  a  s e c u re  c o m p u te r.

IF THE SCAM INV OLV ES YOUR  
MOBILE PHONE
Ca ll y o u r te le p h o n e  p ro v id e r a n d  le t th e m  k n o w  w h a t h a s  

h a p p e n e d .

GETTING HELP AND REPORTING A SCAM
Th e  b e s t a g e n c y  to  c o n ta c t d e p e n d s  o n  w h e re  y o u  liv e  a n d  w h a t ty p e  o f 
s c a m  is  in v o lv e d .

If y o u  t h in k  y o u  h a v e  s p o t t e d  a  s c a m  o r  h a v e  b e e n  

t a rg e t e d  b y  a  s c a m , t h e re  a re  a  n u m b e r  o f g o v e r n m e n t  

a n d  la w  e n fo rc e m e n t  a g e n c ie s  in  C a n a d a  t h a t  y o u  c a n  

c o n t a c t  fo r  a d v ic e  o r  t o  m a k e  a  re p o r t . Th is  m a y  h e lp  

y o u  a n d  p re v e n t  o t h e r s  fro m  b e in g  r ip p e d  o ff b y  s c a m  

o p e r a t o r s .

Ca n a d ia n  An ti– Fra u d  Ce n tre   

w w w .a n tifra u d c e n tre .c a  

1 -8 8 8 -4 9 5 -8 5 0 1

Th e  Co m p e titio n  Bu re a u ’s  In fo rm a tio n  Ce n tre   

w w w .c o m p e titio n b u re a u .g c .c a   

1 -8 0 0 -3 4 8 -5 3 5 8   

 

 

 

LOCAL SCAMS
C o n ta c t y o u r lo c a l c o n s u m e r a ffa irs  o ffi c e   

Yo u r lo c a l c o n s u m e r a ffa irs  o ffi c e  is  b e s t p la c e d  to  in v e s tig a te  

s c a m s  th a t a p p e a r to  c o m e  fro m  w ith in  y o u r o w n  p ro v in c e  

o r te rrito ry . A lis t o f p ro v in c ia l a n d  te rrito ria l c o n s u m e r a ffa irs  

o ffi c e s  c a n  b e  fo u n d  in  th e  Canad ian Consu mer H and b ook 

o n  th e  Offi c e  o f Co n s u m e r Affa irs  w e b s ite . 

w w w .c o n s u m e rh a n d b o o k .c a

FINANCIAL AND INV ESTMENT SCAMS
C o n t a c t  C a n a d ia n  S e c u r it ie s  A d m in is t r a t o r s   

Fin a n c ia l s c a m s  in v o lv e  s a le s  o ffe rs  o r p ro m o tio n s  a b o u t 

fi n a n c ia l p ro d u c ts  a n d  s e rv ic e s  s u c h  a s  s u p e ra n n u a tio n , 

m a n a g e d  fu n d s , fi n a n c ia l a d v ic e , in s u ra n c e , c re d it o r 

d e p o s it a c c o u n ts .

In v e s tm e n t s c a m s  in v o lv e  s h a re  b u y in g , fo re ig n  c u rre n c ie s  

tra d in g , o ffs h o re  in v e s tm e n ts , Po n z i s c h e m e s  o r p rim e  

b a n k  in v e s tm e n t s c h e m e s . 




